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DOM Core Level 1: Fundamental Interfaces
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A Formal Specification of DOM

O’Hearn, Reynolds and Yang introduced local resource reasoning

about heap update in their work on Separation Logic. POPL 2001

Calcagno, G. and Zarfaty introduced local resource reasoning about

tree update using Context Logic. POPL 2005 and Plotkin’s festschrift

G., Smith, Wheelhouse and Zarfaty specified Featherweight DOM
using local resource reasoning based on Context Logic. PODS 2008

Unlike DOM, we obtain complete reasoning for straight-line code.

G. and Smith extended the work to DOM Core Level 1: Fundamental

Interfaces. Smith’s thesis
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Example: get Chi | dNodes specification

{NA'VEN{ EA:EA j>AI D|\|!|-:§N[F:D]|:| pVAL A ki ds = Y}
ki ds := get Chi | dNodes(N)
{NAMENy ki ds) < EAEA i ongp [F:D]r pVAL A ki ds = FI D}
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Problems Excountered along the Way

appendChi | d

Adds the node newChild at the end of the list of children to this node. If the newChild is already in
the tree, it is first removed. ....

Exceptions ...
HIERARCHY_REQUEST_ERR: Raised if this node is of a type that does not allow children of type of

the newChild node, or if the node to append is one of this node’s ancestors.

This safety error was initially missed by Python mini-DOM, now fixed.

get El enent By TagNane

nornmal i ze

object-attribute specified
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Featherweight DOM
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Featherweight DOM Data Structure

trees t = sylfliq | #textqy|s| identifiers unique

forests f =9 | (D | TR list of trees
groves g =g | (s | gD g setoftrees
strings s t=Os |c|s-s list of characters

We omit the subscripts F, G and S, the identifiers and the angle

brackets when the meaning is clear.
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Example: Witter Data

wittery |
(updates[users[#texts | “username” ||g ® #text,[“Hello....”]]g)r ®

(updateg[userip[#text,,[“username”|]12 ® #text,5[“Ciao....” |]14)r®

Some angle brackets omitted.
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Featherweight DOM

Library commands C ::= appendChi | d (parent ,newChi |l d)
| renoveChi | d (parent ,ol dChil d)
| nane := get NodeNane (node)
| i d := get Par ent Node (node)
| fid:= get Chil dNodes (node)
| node := cr eat eNode (Nane)
| node :=item(list,Int)
| str := substringbData (node,O f set ,Count )
| appendDat a (node, Arg)
| del et eDat a (node, O f set , Count )
| node := cr eat eText Node (Str)
Core Language | id:=Ild|str:=Str |i nt :=1nt |bool :=Bool
|C ;C |if Bool then C else C
|while Bool do C |skip |[local var in C | ...
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Implementable Commands

| ength := getLength (list)

| engt h := get Dat aLengt h (node)

i nsert Bef ore (parent, newChi |l d, ref Node)
repl aceChil d (parent, newChild, ol dChild)
node’ := cl oneNode (node, Bool )

bool := hasChi | dNodes (node)

node := getFirstChild (node)

node := get Last Chi | d (node)

sibling := getPrevi ousSi bl i ng (node)
sibling := get Next Si bl i ng (node)

str := getData (node)

set Data (node, Str)

i nsertData (node, O fset, Arg)

repl aceDat a (node, O f set , Count , Arg)

new := splitText (node, O fset)

Featherweight DOM is minimal and complete for straight-line code.
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Example: Witter Assertions

update = update [user[#text] ® #text]

L

witter witter|[g (truer)r = (update)¢]

Lots of shorthand used.
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Example: get Chi | dNodes specification

Small Axiom

{NAl\/Enode [F]H p A Kl ds = Y}
ki ds := get Chi | dNodes(node)
{NAIVEnode[Y/ki ds][F]FI p AKi ds = Fl D}

Small axioms specify the behaviour of commands on their footprints.

12



Reasoning about Client-side Programming, XML Update 2010 13

Example: get Chi | dNodes specification

Small Axiom

{W tternoge|F|]rpAupdates =Y}
updat es := get Chi | dNodes(node)
{W tternoge|F|]rpAupdat es = Fl D}

Frame Rule and Consequence

<W tterpodelFIFID>c @

updat es := get Chi | dNodes (node)

<witternode [F:FIFID>c @
<updatesiLikes oneUpdat es [F,]Fl D ~>G6 A len(F) > 3 A updates = FID

The frame rule declares that the rest of the data remains unchanged.
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Example: Simple Program

updat es := get Chi | dNodes (node);

t hi rdki d:=item(updates,?2);
appendChi | d (soneUpdat es,t hi r dki d)

14
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{

Example: Simple Program Reasoning

<witternode [FIFI D A witter>g @

updat es := get Chi | dNodes (node) ;

{

<witternode [Flupdat es N witter>g @
<witternode [F1 ® <update; 5/ [F//]FI o/’ >F @ Falupdates N witter>g @
< updatesiLikes oneUpdat es [F,]FI o >G A len(F1) = 2

}

15
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Example: Simple Program Reasoning

<witternode [FIFI D A witter>g @

updat es := get Chi | dNodes (node) ;

<witterpode [F1 ® <update // [F”]FI D/! ~F & F2]updat es N\ witter>g @

thirdChild := item(updates, 2) ;

<witerode [F1 ® <updatet hi rdohi 1 d[F'' 1 o7 >F © Falupdates A witter>g @

appendChi | d(soneUpdat es, t hi rdChil d)

<witemode [F1 ® F2lupdates N witter>g @
<updatesiLikes oneUpdat es [F' ® <updatet hi rdchi |l d[F' 1 o/ >Elp oy >6
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Example: Witter Mashup

The Mashup client

( htmly |

MC(clientPage) = updatesiLike, [@],n, , CODE

\ ]2.

17
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Example: Witter Mashup

CODE =

docunent = fetchDocunent ("clientPage");

updat esDoc = fetchDocunent ("w tter.exanple.

runScri pt (" spantheck. exanpl e. comt') ;

soneUpdates =

updat es = get Chi | dNodes( updat esDoc)

| ength : = getlLength(updates); i = O;
while (i < length) {

update = item(updates, i);
' i+ 1

user Node = get First Chil d(update):

user Nanme = get NodeVal ue(user Node) ;

i f (isUser Spamer (user Nane) == false) {
appendChi | d( soneUpdat es, update); }

com updat es") ;

el se { skip; }

}
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Example: Witter Mashup

The Witter updates list M C(witter.example.com/updates) =

( wittery |

update [user, [#texts [“username”||¢ & #text7 [“Update..”||s &

updateg [useryo [#text 1 [‘username’]] 12 ® #text;3[“Update..”||14 ®

The Spam Checking service M C(spamcheck.example.com) =

(...,function isUser Spammer (usernanme) {...})
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Example: Witter Mashup

CODE =

docunent = fetchDocunent ("clientPage");

updat esDoc = fetchDocunent ("w tter.exanple.

runScri pt (" spantheck. exanpl e. comt') ;

soneUpdates =

updat es = get Chi | dNodes( updat esDoc)

| ength : = getlLength(updates); i = O;
while (i < length) {

update = item(updates, i);
' i+ 1

user Node = get First Chil d(update):

user Nanme = get NodeVal ue(user Node) ;

i f (isUser Spamer (user Nane) == false) {
appendChi | d( soneUpdat es, update); }

com updat es") ;

el se { skip; }

}
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Example: Witter Mashup Reasoning

The Witter component

M Cspec(witter.example.com) = (witter, @, Fe,{}, {})

The Spamcheck component

M CSpec(spamcheck.example.com) =

(true, g, ’y(i sUser Spanmmer ), {}, {i sUser Spammer spam})

spam = (par am= STRING, I et = true Vret = false,{})
The client code M Cspec(clientPage) =

(htmlSpec, mc(witter.example.com) Amc(spamcheck.example.com) A, true, Mods, {}

htmlSpec = htmi[QupdatesiLike,, [D]]
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{

Example: Witter Mashup Reasoning

{ m c(witter.example.com) A mm c(spamcheck.example.com) A &g }

docunent = fetchDocunent("clientPage");

{ m c(witter.example.com) A m c(spamcheck.example.com) A (htmlggcunment [QupdatesiLike), [DE]])c }
updat esDoc = fetchDocunent("w tter.exanpl e.confupdates”);

(htmigocunent [OupdatesiLike,, [FE]] & witterypdat esDoc [|:|® (truet)g == (update)g])g

runScri pt ("spanctheck. exanpl e. com') ;

{ m c (witter.example.com) A m c(spamcheck.example.com) A }

m c (witter.example.com) A m c (spamcheck.example.com) A -y (user|sSpamrer ) A
(htmigocunent [OupdatesiLike,, [FE]] & witterypdat esDoc [|:|® (truet)g == (update)g])g

soneUpdates =
m c (witter.example.com) A m c(spamcheck.example.com) A -y (user | sSpamrer ) A }
(hmigocument [OupdatesiLikesoneUpdat es [DF]] @ witterypdat esboc [H g (tuer) g == (update)r])c
updat es = get Chi | dNodes(updat esDoc)
| ength : = getlLength(updates); i = O;
m c (witter.example.com) A m c (spamcheck.example.com) A -y (user|sSpamrer ) A
(htmigocunent [OupdatesiLikesoneUpdat es [D® (tuet)p == (update)p]]®
witterypdat esDoc [H @ (truet ) == (update)r])c
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while (i < length) {

}

[ m c(witter.example.com) A m c(spamcheck.example.com) A ~y(user | sSpamrer ) A

update = iten(updates, i);

.
m c (witter.example.com) A m c (spamcheck.example.com) A -y (user|sSpamrer ) A

(htmidocunent [OupdatesiLikesomeUpdat es [H g (tuer)r = (update)r]] ®

Update2010(F & updateypdat e [user[#ext[ X]] & #text] @ Fo Alen(F1) =1i)])c
=10 + 1
user Node get Fi rst Chil d(update):
user Nane get NodeVal ue( user Node) ;

(htmlgocument [(}updatesILikesomaupdat es [|:|® (ruet)g == (update)p]] ®

witterypdat esDoc [H @ ({tuet)r == (update)r) A (F1 ® updateypdat e |
useryser Node [#text[ X A X = user Nane]] & #text

( ] ® F2 Alen(Fp) =i — 1)])g

i f (isUserSpamer (userNane) == false) {

appendChi | d( soneUpdat es, update);

}
else { skip; }
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Justification of Correctness

Soundness Result

Featherweight DOM axiomatic semantics is correct with respect to the
Featherweight DOM operational semantics. PODS 2008

DOM Core Level 1 operational semantics done, Smith’s thesis.
We will not prove soundness this way.

Future Soundness Results

Implementations of DOM Core Level 1 will be tested using its

axiomatic semantics.

24
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Other Work

The Fiction of Separation, Dinsdale-Young, G. and Wheelhouse.

DOM Core Level 1 operational semantics Gareth’s thesis, JavaScript
operational semantics/secure Javascript fragments, Taly, Maffeis and

Mitchell, secure JavaScript/DOM fragments, future.

Reasoning about File Systems, G. and Wright.

Abstract Specification of Concurrent Modules, Dinsdale-Young,

Dodds, G., Parkinson and Vafeiadis.

Reasoning about Concurrent XML Update, G. and Wheelhouse.
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